ABSTRACT We investigate the physical-layer security problems of two-way relay networks in this paper. The whole network consists of two legitimate users and one eavesdropper, where the legal users need the help of some intermediate nodes to exchange information. We propose joint jamming and relaying mechanism, where a jamming node is selected from all intermediate nodes, to create interference upon eavesdropper, while other nodes are used to relay data for two users. All intermediate nodes are subjected to per-node power constraints. Based on null-space beamforming, we propose two different transmission schemes when the number of relay nodes is large enough. One scheme is designed to maximize the secrecy sum rate (MSSR) of the network, and the other is designed to maximize the minimum secrecy rate (MMSR) between two users. In the MMSR scheme, a series of semi-definite programming problems with a rank-1 constraint needs to be solved. We prove that this rank-1 constraint does not affect the solutions of original problems. In addition, we propose two modified secure transmission schemes when the number of relay nodes is less abundant. In short, no matter how many intermediate nodes in the communication networks, one can find suitable transmission schemes to ensure communication security.
I. INTRODUCTION
Transmission security plays an important role in wireless networks, due to its openness and broadcasting characteristics of wireless channels. In recent years, secure communication has become more and more important with the wide application of mobile devices. The purpose of secure communication is to enable legitimate users successfully receiving their desired data, while the eavesdroppers are not able to interpret them. Physical-layer security is a complement to traditional data encryption technology in the field of secure communication [1] . Traditional encryption technology adopted in upper layers relies on the computing power of users. It may become vulnerable because computing machines are becoming more and more powerful in modern times.
Physical-layer security is based on the concept of secrecy capacity, which was first introduced by Shannon in 1949 [2] . protocol here, while in some papers, decode-and-forward (DF) protocol was considered [12] , [13] .
All of the investigations in [10] , [11] based on the assumption that all the relay nodes in whole communication system under a total power constraint. The total transmitting power of all relay nodes in the network is below a threshold value and can be allocated freely among all relay nodes. Motivated by these works, we consider per-node power constraints of intermediate nodes in this paper. In other words, every intermediate node has its own power constraint. When the number of intermediate nodes is abundant for null-space beamforming, we propose two different cooperative relaying and jamming schemes under per-node power constraints. The first one is to maximize the secrecy sum rate (MSSR) of the whole communication system. The second one is to maximize the minimum secrecy rate (MMSR) between the two legal users. Besides, the two modified transmission schemes to enhance the security performance for less number of intermediate nodes are presented. In [11] , a multi-antenna beamforming scheme was adopted to maximize the secrecy rate of the relay networks. However, in some communication networks, multiple antennas are unavailable due to the size and complexity constraints of the transmitter. In this paper, all the nodes are equipped with a single antenna. Moreover, single-antenna nodes and multi-node cooperation are used to construct one virtual multi-antenna distributed system, thereby enhancing the security performance of a relay network.
It is worth mentioning that, in the vast majority of existing relay-and-jamming security communication works, few of them consider the problem of insufficient number of communication nodes. This potential situation is generally ignored when the number of antennas available is insufficient. While in our paper, no matter how many intermediate nodes in the communication networks, one can find suitable transmission schemes to ensure communication security of the networks.
The rest of the paper is organized as follows. In Section II, we introduce the system model of the two-way relay networks to be studied. In Section III, based on null-space beamforming, we propose two different secure transmission schemes MSSR and MMSR when the number of relay nodes is large enough. In Section IV, we propose two modified schemes for a less abundant relays. Numerical results are presented in Section V, and Section VI concludes our work.
II. SYSTEM MODEL
We consider the secure communication problem of a two-way wireless wire-tap network. The communication system consists of two legitimate users, T 1 and T 2 , and one eavesdropper E, as shown in Fig. 1 . In the model, T 1 and T 2 want to communicate with each other. However, there is no direct link between them due to far distance or other reasons [14] , [15] , they can only communicate by the aid of N intermediate nodes. T 1 , T 2 , E, and N intermediate nodes in the whole wireless network are all equipped with a single antenna, which operate in a half-duplex mode. One complete communication process between T 1 , T 2 requires two consecutive phases. In Phase 1, legitimate users T 1 and T 2 transmit their signals s 1 , s 2 simultaneously, N intermediate nodes and E can both receive the data, we normalize E{|s i | 2 } = 1 for i = 1, 2, where E(·) is the mathematical expectation of a random variable. At the same time, the jamming node J sends interference signal z 1 to confuse the eavesdropper E. The data transmission process of Phase 1 is shown in Fig. 1 with solid line. We select a node J from all N intermediate nodes to create intentional interference upon E, while other K = N − 1 intermediate nodes operate in relay mode to help T 1 , T 2 delivering data to corresponding destination nodes using an amplify-and-forward (AF) protocol. In what follows, h h h i,j (h i,j ) represents the channel gain between nodes i and j, where i = T 1 , T 2 , R, J and j = R, T 1 , T 2 , E. The former lowercase bold-faced h h h denotes a column vector and the latter represents a number. All channel coefficients h h h i,j (h i,j ) are assumed to undergo flat fading and are quasistatic, which follow 0-mean, circularly symmetric complex Gaussian random variables with variance equals one [13] .
Time division duplex (TDD) mode is adopted in this system so that the channels are reciprocal [16] , [17] 
Superscript in h h h T denotes the transposition of h h h. In this paper, we assume global channel state information (CSI) is available by channel estimation technology [18] - [21] . This assumption corresponds to the scenario when the 'eavesdropper' is actually a legitimate user in the communication network but not be allowed to get specific information sometimes, i.e., it is not the target user. The received signals of K relay nodes and E in Phase 1 are
J h h h JR z 1 + n n n R , (1) and
where P T denotes the transmitting power of source nodes T 1 and T 2 ; P (1) J is the transmitting power of jamming node J in VOLUME 7, 2019
In Phase 2, K relay nodes amplify their received signal with weighting coefficients diag{w w w}, where w w w = [w 1 , w 2 , . . . , w K ]
T and diag{·} denotes a diagonal matrix with diagonal elements {·}. Then, their re-transmitting signal is x x x R = diag{w w w}y y y R . The jamming node J sends interference signal z 2 at the same time to deteriorate the channel condition of E, denoted by the dotted line in Fig. 1 . The received signals at T 1 , T 2 and E are expressed in (3)- (5) , as shown at the top of this page with a a a 1 
E are AWGN at T 1 , T 2 , and E in Phase 2, respectively. They are assumed following 0-mean random variables with variance 1. Hence, the total power consumed by all K relay nodes is
where
and I I I denoting the identity matrix. The n-th relay node's transmitting power can be written as w w ww w w † n,n (3) and (4) as in [18] , [22] . After removing the self-interference components, the final obtained information of T 1 , T 2 arẽ
Next, we propose two secure communication schemes based on the system models in Fig. 1 .
III. SECURE BEAMFORMING SCHEMES WHEN K ≥ 3
In this paper, we adopt the achievable secrecy rate as the measure to consider the security transmission problems of two-way relay networks, which is common in the measurement of security performances in networks [23] , [24] . It is worth mentioning that, secure transmission performance measures can be total error rate of the two communication links, the smaller end-to-end SNR of the two communication links or the outage probability of the network, for example, in [25] - [27] .
Let I (X ; Y ) be the mutual information between X and Y , where X is the source input, Y is the channel output at target user or the eavesdropper. Then, the instantaneous secrecy rate for the source node T i can be expressed as [28] 
50150 VOLUME 7, 2019 where i, j = 1, 2, i = j, [a] + = max(0, a); i denotes the signal to interference-plus-noise ratio (SINR) of the ''virtual'' channel T j to T i ; j E denotes the SINR of the channel T j to E. The overall secrecy performance of the system is characterized by achievable secrecy sum rate, which is the sum of the two sources' secrecy rate:
Assuming P T , P
J and P (2) J are fixed. Then, R sum is a function of weighting coefficients w w w. Hence, the objective is to determine w w w maximizing R sum (w w w) of this wireless communication network, subjecting to per-node power constraints
To obtain R sum (w w w), we need to get R T 1 and R T 2 according to (11) . Hence, I ỹ T i ; s j and I y j E ; s j in (10) should be calculated, which are given below.
According toỹ T i in (8)- (9), I ỹ T i ; s j are
and
Note that γ i,j indicates the total power consumed by transmitting signals of channel h h h i,j . Then, γ J 1 ,j , γ J 2 ,j means the total power consumed by jamming node J in Phase 1 and Phase 2, respectively. It is not difficult to obtain that
Hence, i in (10) can be described as
Remark 1:
, and channels are reciprocal under the TDD mode, we have
This implies that the total power consumed by transmitting data from T 2 to T 1 is the same as that from T 1 to T 2 . Next, we give the value of I y j E ; s j in (10) . In that follows, we consider a simple case in which eavesdropper E applies maximal ratio combining (MRC) to its received signals in Phase 1 and Phase 2 [29] .
According to MRC, E combines the received signals by multiplying y (1) E in (2) and y (2) E in (5) with weighting factors k j 1 and k j 2 , respectively. The combined eavesdropping signal is
2) represent the total interference and noise terms caused by s l in y (1) E and y (2) E , respectively. Note that
Hence, j E in (10) can be described as
where i, j = 1, 2, i = j. Since CSI of E is available, we can design w w w in the null space of a a a † E and b b b † E to completely eliminate information leakage to eavesdropper according to (5) .
, and Q Q Q ⊥ is the projection matrix onto the null space of Q Q Q. Clearly, the columns of Q Q Q ⊥ constitute an orthogonal basis for the null space of Q Q Q, and v v v is any K − 2 column vector. Note that this design leads to zero information leakage to E in Phase 2. Hence, it is not necessary to send z 2 in this phase. To this aim, we can set P (2) J = 0. Consequently, 1 and 2 in (15) can be simplified as A Simple Selection Criteria of Optimal J: With the previous consideration and discussion, we have
To minimize the information leakage to eavesdropper E, we should select a jamming node J by maximizing |h JE |. The specific implementation process is as follows: we compare N channel coefficients from every intermediate node to E to find the biggest one. The node corresponding to the maximum coefficient is the optimal J. Once J is determined, all other channel coefficients are determined accordingly. According to (11) and (10), the achievable secrecy sum rate of two-way wireless relay network in Fig. 1 is
Although the eavesdropper's mutual information is a constant υ i , this secrecy sum rate is still a product of two correlated generalized Rayleigh quotient problems and thus difficult to be solved. Recall that the design w w w = Q Q Q ⊥ v v v needs K − 2 for K is a positive integer. Next, we will propose two different solvable schemes to guarantee the secure communication of the two-way relay network when K − 2 ≥ 1.
A. MAXIMIZE SUM SECRECY RATE (MSSR)
The objective function of (20) is non-convex, we resort to an alternative method which is called ''rate-split'' [30] to solve this problem. The optimization problem can be formulated as
where η is the rate-split parameter, 0 ≤ η ≤ 1. For any given η, the constraints (21a) (21b) impose a rate-split between two legitimate users T 1 and T 2 ; (21c) eliminates information leakage to E in Phase 2; (21d) represents the power constraints on each relay node. The whole process consists of two parts. For the first part, η is changed from 0 to 1. By solving (21) under each fixed value of η(k), we can get a series of R sum (η(k)) with η = [0, δ, 2δ, . . . , 1] , where δ is an extremely small positive real number. For the second part, we do one-dimensional comparison in all R sum (η(k)) to find out the maximum R sum (η o ) under the optimal rate-split scheme η o .
Next, we obtain R sum (η(k)). Set R sum to a fixed value r under η(k), substituting 1 
The reason for replacing w w w † R R R a 2 w w w with w w w † R R R b 1 w w w in (22b) has been explained in Remark 1. Then we substitute the third constraint (22c) into other three constraints (22a), (22b), and (22d). After some tedious derivation, we have
where |·| is the absolute value of a complex scalar, · means the Frobenius norm of a vector/matrix. Clearly, this is a standard second order convex cone programming (SOCP) problem.
To obtain R sum (η(k)), we turn to the following algorithm based on a bisection method for r, where r is a fixed value of R sum within a iteration. Assume that r low < r < r up , where r low and r up are the lower and upper limits of r, respectively. We solve the 'feasible-or-not' problem (24) for the given value of r in this interval. If this problem is feasible, which indicating that r hasn't reached the maximum rate under η(k), then we can increase the value of r, replace r low with r to obtain a new lower bound and replace r with (r + r up )/2; if it is infeasible, which indicating r has exceeded the maximum rate of the two-way communication network, then the value of r should be decreased, we replace r up with r to obtain 50152 VOLUME 7, 2019 Algorithm 1 Iterative Algorithm for MSSR Scheme Input: h h h i,j , P T , P R , ε, η(ε is a minimal positive real number). Output: R sum (η(k)), ultimately get R sum (η o ) Initialize η(0) = 0, k = 1; while η(k) < 1 do initialize r low = 0, r up = r max ; repeat For the given value of r = 1 2 (r low + r up ), solving 'feasible-or-not' problem (24) by CVX (a package for specifying and solving convex programs) [31] , [32] ; If (24) is feasible, we set r low = r, otherwise, set r up = r; until r up − r low ≤ ε Calculate R sum (η(k)) with the obtained v v v; k = k + 1, η(k) = η(k − 1) + δ (δ is step size for η); end while Compare all the R sum (η(k)), find maximum R sum (η o ).
a new upper bound and replace r with (r low + r)/2. Next, we solve problem (24) with the new value of r, this process is repeated over and over again until the value of r is no longer increasing. Through this iteration, we can converge to the maximum value of r under the rate split scheme η(k). The whole iteration method is shown in Algorithm 1.
Find v v v s.t.the same as (23)
For the proposed MSSR scheme, we have the following result. Proof: As we design w w w in the null space of a a a † E and b b b † E to completely eliminate information leakage to eavesdropper E, the eavesdropper can only obtain information from Phase 1. Hence, either the constraint w w w = H H H ⊥ v v v 1 is added or not, i is the same as (18), the expression of R * sum is always (20) . As w w w = H H H ⊥ v v v 1 is an additional constraint, we have
For R * sum,2 , it has the same expression of the objective function but has less alternative w w w. Hence, R * sum,1 ≥ R * sum,2 . This completes the proof of the theorem.
Theorem 1 shows that the design of w w w leading to no improvement of secure performance of system. The experimental results also validate this conclusion. Note that the computation load of the MSSR scheme is heavy. For each different channel, to get the final R sum , we need to solve problem (24) many many times. Assume that the time consumed for program solving 'feasible-or-not' problem (24) to run once is t base , the total time required to get R sum is scale r ·scale η ·t base , where scale η ≈ 1/δ, scale r ∝ log 2 (r max ). Next, we propose a reduced-complexity secure scheme to improve the system's security performance.
B. MAXIMIZE MINIMUM SECRECY RATE (MMSR)
From (11), we can see that the two-way relay communication system can be decoupled into 2 one-way channels. Hence, it is possible to find w w w that maximizes the lower secrecy rate between R T 1 and R T 2 . To this end, we consider the following objective function max w w w
where R T i is in the form of (10) 
However, (26) is a non-convex problem, we can not solve it efficiently. If we let
then (26) can be converted into a convex problem as
Therefore, the problem can be solved by the convex optimization theory. Recall that 1 = w w w † R R R b 1 w w w w w w † R R R T 1 T 1 w w w + w w w † R R R c 1 w w w + 1 , (29) with t by CVX toolbox; If it is feasible, set t low = t, otherwise, set t up = t; until t up − t low ≤ ε t Calculate R sum by using formulas (18) , (19) , (10), (11) with the obtained V V V .
Hence, (27) can be finally transformed into a semi-definite programming (SDP) problem as
trace(A A A) is the trace of matrix
Note that rank(V V V ) = 1 and V V V constrained to be a symmetric positive semidefinite matrix expressed as V 0. Hence, (28) is still a non-convex problem because of its non-convex constraint rank(V V V ) = 1. As will prove later, the dropping-operation does not affect the results. Based on this, the rank-1 constraint can be dropped for convenience of obtaining the relaxed version of problem (28) . Then, the so-obtained semi-definite relaxed (SDR) problem can be efficiently solved by using the bisection method. To find the maximal t iteratively, the 'feasible-or-not' problem (29) is introduced, as shown in Algorithm 2.
If V V V obtained from Algorithm 2 is of rank one, there is nothing more to do, we rewrite it directly as V V V = v v vv v v † , v v v will be a feasible-and-optimal solution of problem (28) .
Theorem 2: The solution of (29) must be rank-one. Proof: For (29), let us first write out its Lagrangian function (30) , as shown at the bottom of this page, where λ, µ, ζ ζ ζ = [ζ 1 , ζ 2 , . . . , ζ K ] is the Lagrangian dual variables for its first three constraints, respectively. And Z Z Z is the Lagrangian dual variable for the constraint V V V 0. Let ∂L ∂V V V = 0, then the corresponding KKT conditions are
The key to showing the rank-one structure of V V V lies in (31) . Let 
which means
For rank(Z Z Z ) = K − 2, (32) can only be satisfied by V V V = 0 0 0, it is not a applicable solution of V V V . For rank(Z Z Z ) = K − 3, (32) is achieved only when V V V lies in the nullspace of Z Z Z , the dimension of which is one. This means that any optimal V V V must be of rank one.
Assume that the time consumed for program solving 'feasible-or-not' problem (29) to run once is t 1base , the total time required is scale t · t 1base , where scale t ∝ log 2 (t max ), which means MMSR scheme taking just about a small percentage of the time of MSSR scheme. As can be seen from the previous content, time consumed by MSSR scheme is nearly scale η · t MMSR , where t MMSR denotes the time consumed by using the MMSR scheme.
IV. MODIFIED SECURE TRANSMISSION SCHEMES WHEN K < 3
As discussed above, to completely eliminate information leakage to E in Phase 2, we design a a a
this even requires K − 4 ≥ 1. However, in some scene, the number of intermediate nodes N can not be big enough to support these designs. When the shortage of intermediate nodes happens, null-space beamforming can not be implemented. We propose two modified security communication schemes to improve applicability and practicability of the MSSR/MMSR designs. Noted that P (2) J = 0, which is because that we cannot use null-space beamforming technology to eliminate information leakage to E. In order to deteriorate the channel quality of E, it is necessary to transmit interference signals z 2 in Phase 2.
A new parameter has been introduced this time, ς j indicates the maximal tolerable SINR of channel T j to E, i.e., j E ≤ ς j . The modified scheme of MSSR scheme can be described as
The subsequent deduction process is similar to that in subsection A of Section III. After a tedious derivation, we get the 'feasible-or-not' SOCP problem shown in (36), as shown at the top of this page, where α c = 2 2ηr − 1 and β c = 2 2(1−η)r − 1. Then, the iteration method in Algorithm 1 can be used to get the secrecy rate of this transmission scheme, except that 'feasible-or-not' SOCP problem (24) changing into (36).
The modified scheme of MMSR scheme can be described as max w w w
Let t c = min ( 1 , 2 ), then problem (37) can be transformed into a semi-definite programming (SDP) problem (38), as shown at the top of this page, by using (15) and (17), where W W W = w w ww w w † . The process of solving (38) is similar to Algorithm 2 in the previous chapter, except the'feasible-ornot' SDP problem (29) replaced by (38).
Discussion of ς j : As (17) shows, j E must be greater than υ j . To this aim, we set ς j = υ j + υ j for some positive value υ j . Considering the difference of the channel T 1 to E and T 2 to E, we set υ j = κυ j , where κ is a real number. As will be seen in simulations, the performance of this setting is better than fixed value υ j .
V. SIMULATION RESULTS
In this section, we give some simulations for the proposed MSSR, MMSR, and two modified transmission schemes. All of the channel coefficients in simulations are randomly generated, which are complex 0-mean Gaussian random vectors with covariance equals one as in [18] , [22] .
To compare the performances of different designs for Q Q Q, we set Q Q Q 1 = a a a † Algorithm 1 and ε t in Algorithm 2 are both set to be 0.01, the step size δ of η in Algorithm 1 is 0.01, too. Fig. 2 and Fig. 3 give the simulation results of MSSR scheme and MMSR scheme for different Q Q Q, respectively. The number of Monte Carlo experiments is 1000 for each P T . From the figures, one can not difficult to find that the sum secrecy rate R sum is better when Q Q Q = Q Q Q 1 , though it needs a smaller N . With the increase of N , the difference between these two secure transmission schemes gets smaller and smaller, eventually tends to zero. With both a better performance and smaller N -need, we can choose low complexity design of Q Q Q 1 in actual use. The reason why Q Q Q 1 has a better performance than Q Q Q 2 can be explained by Theorem 1. Besides, one can not difficult to find that higher P T and bigger N lead to a higher R sum .
Next, we verify the performances of MSSR scheme and MMSR scheme when K ≥ 3. In the simulations, we design w w w only with Q Q Q 1 as different Q Q Q lead to the same conclusion. One can see from Fig. 4 that there is a very small difference between R sum for the two schemes. Compared with the MSSR scheme, MMSR scheme has a much lower computational complexity. Simulation result shows that running time of MMSR scheme is nearly 1% of MSSR scheme, which is in consistent with the analysis in Section III, time consumed by MSSR scheme is nearly scale η · t MMSR .
In Fig. 5 , we compare the R sum of optimally selected J in N intermediate nodes and randomly selected J with Q Q Q = Q Q Q 1 . Simulation results show that optimally selected jamming node J can improve R sum significantly than the case of random selection the jamming nodes, no matter which scheme you adopt. This is because the optimal J has a maximal |h JE | in all of the N intermediate nodes, which can minimize the information leakage to eavesdropper 1 2 log 2 1 + j E . In Fig. 6 , we verify the performances of the modified MMSR scheme with various values of υ j . One can see from the figure that the fixed minimal real number υ j has a lower performance of R sum than unfixed υ j . This is because the previous settings do not take the actual difference of the channel T 1 to E and T 2 to E into account. When υ j is fixed, the same -SINR restrictions are imposed on both different eavesdropping channels. In Fig. 7 and Fig. 8 , we verify the performances of the modified secure transmission schemes when K is close to 3 and K 3, respectively. From the figures, one can find that the modified scheme has a better performance of R sum than the MMSR scheme when N = 4. Hence, when the number of intermediate node is not large enough for applying nullspace beamforming, one can turn to the modified schemes to get an acceptable result. However, when K 3, as shown in Fig. 8 , it is better to adopt the MMSR scheme for its excellent performance than the modified scheme.
VI. CONCLUSIONS AND FUTURE WORK
In this paper, we proposed two schemes to enhance the physical-layer communication security of a two-way wireless relay network with one eavesdropper, where the legal users do not have a direct link but can just resort to intermediate nodes in the system for help. To solve this secure problem, a joint relaying-and-jamming strategy has been adopted, in which one selected intermediate node transmit jamming signal to jam the eavesdropper, while the others intermediate nodes adopt distributed beamforming to improve the channel quality to legitimate users. All the intermediate nodes are under per-node power constraints. When the number of relay nodes is large enough to support null-space beamforming, we proposed MSSR scheme and MMSR scheme based on null-space beamforming. Besides, we proposed two modified secure transmission schemes when the number of intermediate nodes is less abundant for the previously mentioned null-space beamfoming. As the future work, we will consider the impact of channel estimation errors. Besides, the security schemes with multi-jamming nodes in multi-eve situations will be considered. MIAO In 1984, he joined UESTC as an Academic Member, where he has been a Professor of information and communication systems, since 1997, and a Ph.D. Supervisor, since 2000. He is currently the Director of the National Key Laboratory of Science and Technology on Communications, UESTC. He holds more than 60 granted and filed patents. His general interests include the areas of wireless and mobile communications, antijamming technologies, and signal processing for communications subjects. He has published more than 100 journal papers, 100 conference papers, and two edited books in the above-mentioned areas. His current research topics focus on multiple-antenna signal processing technologies for mobile communications, cognitive radios, and coding and modulation for the nextgeneration mobile broadband communications systems. He has been a member of the Communication Expert Group of the National 
